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The effects of big data/algorithms on financial markets
Executive Summary
The financial industry is data driven and the information age has led to huge amount of data. Financial markets are now relying on big data analytics to make sense of the huge amount of data. Big data has so far been positively portrayed as the future of the financial market. It has illustrated increased advantages for financial firms as well as enhanced operation through consumer-centered decisions. Nonetheless, big data has also come under scrutiny especially when it comes to identifying reliable and false information to make forecasts in the market. There is also a gap in the workforce since most finance institutions and markets lack skilled people in analytics. Moreover, regulation on big data tools is still lagging behind with some utilizing such advantages to manipulate stock markets at a profit. Development of algorithms is also not standardized due to the fact that it would violate copyright protections. Nonetheless, information technology experts and regulators must set thresholds for the performance of these tools. The main stakeholders in this issue include customers, investors, and financial institutions. Regulators and policy makers should focus on creating new policies and regulations that enable justifiable and ethical use of bog data tools in the financial sector.    
Introduction
The financial industry and market is data intensive based on the number of customers, transactions, and trading among other that generates huge amounts of information. Today’s world is shaped by increased information that has been supported by technological advancements especially through the internet and interconnectivity globally. Technological advancements have enabled increased generation of all manner of information that is shared globally across interconnected networks such as the internet. The generation of huge amounts of information has led to the concept of big data. Firstly, big data was a concept related to technological advancements such as social media. However, it has become a business imperative offering firms the much needed information to make informed decision to remain competitive. Data platforms such as Facebook, Google, Apple, and Amazon among others are each day gathering and storing enormous amounts of data on consumer interests, needs, and behaviors. Moreover, financial markets are also collecting data on consumer preferences, historical transactions, and financial status among others. 
The enormous accumulation of this data has led to the big data mining strategies or the algorithms. Based on the increased information generated in the recent past, traditional software can no longer analyze all of the data effectively to offer meaningful information for decision making. The financial markets now rely on ultra-fast analytical tools and applications that enable huge amounts of data to be processed in milliseconds (Aldridge 12). This has enabled financial firms to enhance their competitiveness by tailoring their products to meet consumer preferences as well as targeted marketing. Big data has also enabled financial markets to enhance customer-centric outcomes, operational optimization, risk management, and employee collaboration (Burrows 71).  Nonetheless, big data has also had a negative impact on the financial market. Use of big data has shown to be not always reliable as the quality and sources of data or information used cannot be verified. This means that decisions or results of data analytics can mislead the financial markets. Moreover, there is increased debate surrounding the justification of analytical applied to make sense of big data volumes in the financial market. This has created a serious debate surrounding regulation, compliance, as well as policy development. So far, big data has made significant milestones in enhancing the financial market; however there are still dark sides to its effects that form the basis of this briefing. 
Big Data in Financial Markets and Information and Information Technology
[bookmark: _GoBack]The financial markets highly rely on information and information technology to apply big data analytics. Big data is composed of different types of information or data. In the finance industry, most finance institutions such as banks and stock traders use transactions and log data for analysis of their customer behaviors, preferences, and patterns. These transactions and log data are mostly generated within financial institutions when customer or transaction records are collected within an organization’s information system. The financial markets are also keen to collect and analyze data from emails, social media, scanner, multimedia content, as well as geographical locations to understand different patterns in their consumer’s behaviors (Burrows 71). This information is structured and unstructured. Structured information is data generated from operational or automated processes mostly within an organization such as the customer’s historic data, sales history, or customer details such as name and address (Joseph 34). However, unstructured data features user-generated content that is not designed in an automated manner but rather a combination of different content such as Facebook posts, videos, Tweets, and audio files. All these types of information create big data where banks utilize different techniques to analyze and make sensible patterns or conclusions as to what they mean to make better decisions. Nonetheless, information forms a key debate in the effects of big data in the financial market. This is because a simple piece of information has the ability to influence the overall outcome of the analysis process thereby giving a false or unjustifiable forecast of markets or customer behaviors among others. Already, it has been proven in the flash crash that reliable information is a key aspect for the success of big data since the “hash crash” in 2013 that saw the market plunder in a matter of minutes due to a fake Tweet (O’Hara and Easley 1). There clearly lacks a policy or regulation on how analytical formulas are developed to understand reliable and bogus information. However, the effects of reliable information have so far been beneficial (Marschak 17). However, information-related errors are at a cost to the financial market.   
Gathering, storing, and analyzing this amount of data requires the application of information technology. This typically begins with data platforms that allow for data to be collected and stored. The financial sector relies on internal information systems that help to manage their overall data from consumers, employees, their finances, suppliers, and risk management. Popular information systems used in the financial markets include Enterprise Resource Planning (ERP) and Customer Relationships Management (CRM). These systems are developed or implemented under an information technology infrastructure that includes the different technologies for collecting, storing, analyzing, and transmitting this information. For instance, the advancement in fiber optic connectivity has enabled financial market to transmit data faster than ever before while super computers and servers with high processing speeds are able to support complex analytical tools that process millions of processes in a single second. These technologies have supported the financial markets in big ways by offering efficient and effective financial services that are characterized by increased data. Nonetheless, technology is ever advancing and the rate at which technology is advancing has seen increased lack of regulation. The main challenge is that current systems are still relying on old policies as solutions for creating standards and regulations for big data application in the financial sector. 
Key Unanswered Questions
To begin with, big data has been shown to offer increased benefits from identifying customer behaviors, sales and market patterns, and making informed decisions through analyzing large amounts of data. Big data algorithms are mostly designed primarily to enable empowered decision making for the financial industry. However, not all financial businesses or markets succeed even when applying big data tools. The main gap here is how well financial institutions are equipped with employees that possess behavioral and anthropological skills. Most of the algorithms developed to process big amounts of data are developed by mostly technology people, but rarely do these people have any skills in behaviors or sociology. 
This brings up the second question of whether there needs to be a certification of algorithms used by the financial markets. The 2010 “flash crash” was as a result of algorithmic errors that enabled high frequency trading firms to initiate large S&P e-mini contracts without considering the price and time. This saw shares sell for even a penny and the sinking of the stock market for a few minutes. The main challenge in this case is the development of algorithms by individual traders where there exists no certification mechanism or standards. In the case of the “flash crash”, the trader in question used an algorithm that was instructed to trade at a set execution rate with a defined trading volume, but that did not consider time or price (O’Hara and Easley 1). The key regulations that followed the incident included creating market circuit-breaks where all trading could be temporarily halted. Moreover, the U.S Securities and Exchange Commission also set a uniform regulation that enabled cancellation of trades that were ordered at irrational prices. The 36 minute market crash was also attributed to out-dated policies and regulations that enabled HFT firms to take advantage by purchasing shares with no bids for as little as a penny and selling them through huge orders at a profit (Aldridge 126). Therefore, there is still the question of developing policies that ensure justifiable analytical methods as well as reliable information. This does not just apply to HFTs, but also across the financial market to how banks use their customer data, or how banks use market data to determine risks. 
Another unanswered question surrounds the ethical part of utilizing big data. Most financial institutions are primarily customer of major data platforms such as Facebook and Google. Data platforms such as Google offer information on prospective financial customers to these finance organizations. The firms them develop targeted advertisements on the internet to lure the individual customers or customer with similarities. However, data platforms such as Google do not compensate users for their generated content including posts, shares, videos, and even photos (Newman 15). Google has been fined millions of dollars in lawsuits where it was found to knowingly allowing customers to be targeted by companies. For instance, most banks relied on Google to target consumers who were hard hit by the mortgage crisis that saw most data platforms such as Google earn $200 million in a month from advertising revenues (Newman 15). There is also the case of discrimination where companies such as Well Fargo were found to target minorities offering them higher interest rates than their white customers (Newman 16). Moreover, most financial markets utilize data collected on social media as well as other personal information raising the question of privacy. Overall, big data is still far from its maturity as a reliable means of helping businesses enhance customer satisfaction or streamline their competitiveness. These policy, regulatory, standardization, and ethical concerns have generated mixed reaction in the financial market as the effects of big data. 
Identifying Key Stakeholders
Big data is mostly generated from information collected from customers. Customers of the financial market include investors who are out to trade in the stock market or on shares as well as individual customers in the banking sector seeking a loan or mortgage. Investors are most vulnerable to poor big data algorithms as they can lead to errors in offering forecasts. Moreover, investors risk increased liquidity where the market conditions change drastically and automated trading stops trading. Moreover, most algorithms are not designed with mechanisms that can identify reliable and non-reliable information. Therefore, investors are at risk of losing if the wrong information is used to justify a forecast in the market. Financial customers such as bank customers are also key stakeholders. This is because data collected on their behaviors and preferences is used to directly market to their unique needs. This may cause some type of illegal or discriminatory targeting. This has seen most financial institutions prosper in terms enhancing sales and revenues. Nonetheless, other have risked discriminatory charges and lawsuits based on the use of big data to target consumers. Most of the targeted consumers are low-income families hit by the mortgage crisis. Financial institutions are also key stakeholders since they require big data analytical tools to manage their risks and track for fraud. Big data algorithm solutions have enabled financial companies to manage their risks (Gozman et al. 55). However, not having the correct analysis methods and reliable data could lead to huge miscalculations, hence exposure to increased risks. Financial institutions also develop their big data solutions individually or based on their own goals, which has developed disparity in the industry. 
Alternatives for Policy and Conclusion
Big data solutions will continue to shape the financial world in greater ways. The high volume of data being generated is expected to 10 fold in the coming few years. Much of this information will include the millions of financial transactions taking place worldwide. The first alternative to understanding the huge amount of data is through increased skills development in terms of anthropological skills and behavioral skills (Fanning, Kurt, and Rita 23). Information systems professionals in the financial industry should focus on enhancing their skills to understand how people behave and what bits and pieces of information can help to make a sensible conclusion on certain traits or behaviors. This is because there is increased lack of justification in most financial big data solutions (Shah 1). This will enable the amount of scientific knowledge in financial big data solutions to prosper in the future with a strong analytical workforce. 
The second policy issue surrounds certification of algorithms to ensure that they meet thresholds of particular behaviors or calculations. The potential of screening algorithms may be tricky based on copyright and patent protections. However, regulators can use super-computing capabilities to track forms of manipulation or reckless behavior. This will allow regulators to monitor how different companies use their big data to make forecasts and determine whether they are legitimate or misleading. This will ensure that some that accountability is held upon traders and institutions. Thirdly, regulators should also focus on enhancing the privacy of customers by developing new policies for data platforms such as social media (Newman 20). Moreover, customers require increased awareness and education on privacy matters to ensure that they do not share their personal information on data platforms. Supercomputing should also be used to implement real-time monitoring of trading markets to shut down individual traders with unscrupulous techniques. In conclusion, all these efforts are needed to stabilize and harmonize the use of big data in financial markets. The future is still far for big data, but its current effects whether positive or negative call for every-changing regulation, research, and standardization. 
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