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Cybercrime Discussion
Digital forensics can be a hectic job usually taking days, weeks, and even months. However, an examiner is always required to understand how much information to collect as well as the demand for analyzing information collected. The first step involves recognizing and identifying the possible data sources with increased relevance to the case. Additionally, this can be achieved by determining the state of each digital data source. Collecting data from damaged digital devices or sources can take increased time to retrieve and analyze. Therefore, there should be a balance between the availability of quality data resources and the time taken to analyze the data collected. Additionally, it all depends with the urgency of a case, based on the time needed to collect significant data or even make a suspect before they can escape. The methods of analyzing data should also determine how much data is collected. There are numerous methods that may take longer or shorter times to analyze data. The expertise of examiners is also a factor to consider since an examiner who is not competent may take a while before coming to a clue or finding relevant information. 
If a suspect has a laptop, there are other devices that may contain valuable information on their activities. These include any removable media storage devices such as flash disks, optical drives, and external hard disks. Moreover, smartphones and mobile phones may contain useful information or even applications that can help in understanding the suspect’s behavior. In addition, networking equipment such as modems, routers, or WIFI hotspots should also be collected. Other devices also include audio or visual surveillance systems that might offer information on the accomplices of the suspect. Other additional devices can include recording devices, digital cameras, or electronics such as smart gears or smart-watches. Not all the devices may need to be collected, but out of these, some may offer crucial information on the suspect.  
