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The United Nation’s capabilities and appropriateness in dealing with international security threats 
Introduction
In the growth of globalization, there are emergent issues that pose threats to the survival of humankind. Examples of such problems include cyber warfare, terrorism, and organized crimes. Since these issues have taken a global perspective, they need an organization with a universal aspect, and the United Nations is an example of such an organization. However, some people feel that the United Nations is outdated and ill-equipped to tackle these security threats. These people believe that the UN’s relevance in the international scene continues to dwindle and therefore, the institution cannot be expected to solve issues. This paper argues that the UN’s significance in the international political scene has not diminished and that the institution can deal with these global security threats. This paper will first explain the United Nation, its establishment, funding, members, and roles. Then, it will evaluate its perception of these international security threats and the measures it has taken concerning them. 

The United Nations (UN)
The United Nations was formed after the termination of the World War II in 1945 (Stewart 2004, 199). During this time, 50 countries assumed the membership of the United Nations by signing the UN Charter. The states had the agenda of utilizing standard measures to prevent and remove threats to tranquility and to suppress aggression deeds (Stewart 2004, 199). The UN’s principal founding members include the United States, the USSR, the United Kingdom (UK), France and China. However, the UN membership continues to grow, and by 2011, it had 193 members (Hudson 2012, 246). The countries have to ratify the UN’s agreement for them to become part of the institution and enjoy the decisions. When states approve agreements, they intend to gain some benefits associated with the deals. In most cases, power politics is evident as powerful countries try to influence local governments through the signing of the agreements (Schneider 2013, 13). Concerning the UN, for example, member states have to ensure they modify their local institutions and organizations to accommodate the ratified agreements, and they have to be in tandem with the treaty (United Nations and the Rule of Law 2015. This trend means that local countries can be subjected to forms of punishment such as sanctions, if it appears they are not abiding by the agreements. 
To keep the affairs of the institution running, UN members contribute some amount based on assessment scale computations. These computations have a relationship with the country’s incomes per capital and external debts (General Assembly of the United Nations 2018). Therefore, the UN’s financial accounts remain active due to members’ contributions. These funds assist the UN to meet its global goals of maintaining peace as per the Charter signed during its inception by the original 50 members (Steinberg 2016, 3). 

Cyber warfare and UN’s stand on cyber warfare
Cyber-warfare is one of the emergent issues that threaten the gains made by information technology. It involves threats such as sabotage, espionage, and cyber attacks such as hacking, identity theft, and online scams (Ghernaouti-Helie 2016, 145). Cyberwarfare can have disastrous results just like conventional attacks due to the ease with which it is transmitted and the vulnerability of entire systems due to their interconnectivity. A person can lose crucial data if the computer is compromised by hackers, especially when the individual had interlinked information in the computer (Gordon, Loeb, and Sohail 2003, 81).   
Estonia is a perfect example of the impact of cyber warfare and why measures should be taken to safeguard against this warfare. Cybercriminals attacked Estonia in 2007, and within hours, the country’s banks crashed, and the nation’s leading newspaper websites failed, and circulation halted (Shackelford 2009, 193). Moreover, the government’s inter-departmental communications also stopped, and entire processes ceased to operate, and the country stood still. This attack shows how cyber attacks can hurt a country in different perspectives, and why countries need to establish mechanisms to identify and stop such threats before they wreak havoc. 
The United Nations (UN) understands the impact of cyber warfare and the importance of having the necessary resources to identify and stop such threats before they hurt people and the economy (United Nations Office on Drugs and Crime (UNODC) 2018). For example, its cybercrime unit shows success in tracking pedophiles. This unit is helping parents by advising them concerning the need to monitor their children’s activities online (UN News Center 2018). Additionally, the cybercrime unit is also helping young people to stay safe and not to fall for pedophiles, who use trickery to trap unsuspecting children (UN News Center 2018). This achievement by the cybercrime unit can be termed as a success and portrays the UN in a positive light. Such success is an indication of a useful institution in the international scope especially in thwarting global security threats. 
In 2013, The UN group consisting of government specialists on cyber-security came to a consensus regarding the way forward in having a global legal structure to curb cyber crimes (Wolter 2013). Previously, Wolter asserts that the UN lacked a universal legal structure to guide countries on the rules, norms and the responsible behavior standards that states should follow when dealing with cyber crimes. Additionally, there were challenges concerning the most appropriate method to approach the cyberwarfare issue due to the global connectivity of nations, the anonymity of cybercrime perpetrators, and susceptible technologies (Wolter 2013). However, these challenges do not mean that the UN cannot deal with international security threats. On the contrary, these challenges have forced the UN to liaise with the best experts on such matters with the aim of maintaining international peace in line with its charter. 
Furthermore, the establishment of a global legal structure to deal with cyber crimes shows that the UN is dedicated to tackling the issue. In 2017, Neil Walsh, the head of Cyber and Emerging Crime at the UN said that cybercrime could be prevented (UN News 2017). Walsh further noted that regardless of the expansiveness and intensity of harm caused by the ‘WannaCry’ ransomware, cybercrime can be stopped. If the internet users embrace critical and necessary measures such as using updated software and applications, threats from cybercrimes such as those distributed through the ‘WannaCry’ ransomware can be avoided (UN News 2017). It is believed that the majority of those affected by the ransomware had vulnerable software and applications due to their inability to update them. 
The UN, under the Office on Drugs and Crime, the global cybercrime programme assists member countries to identify cyber-associated crimes by providing technical assistance and capacity building (UNODC 2018). The UN teaches member countries about cyber crimes and even offers technical expertise to educate local professionals about the newest methods to handle cybercrime to achieve tranquility and curtail the spread of security threats globally.  Moreover, member countries are taught about how to augment effectiveness and efficiency when investigating cyber crimes. If cybercriminals are arrested, the UN trains member countries on significant matters such as trial and arbitration in a framework that does not infringe on human rights (UNODC 2018b). Additionally, member countries are also taught how to undertake national coordination especially concerning data collection and analysis (UNODC 2018b). Furthermore, the UN trains member countries on how to strengthen communication between domestic and international government authorities, law enforcers, and how to involve the private sector without jeopardizing the entire process (UNODC 2018b). 
The above measures taken by the UN are a testament to the fact that the institution has not outlived its usefulness. On the contrary, the steps show an institution that is dedicated to achieving its objectives of attaining and maintaining international peace per the mission of the Charter. These trends indicate the UN's scope in its belief to pool resources to assist member countries, through educative forums, meet their respective objectives of identifying and thwarting any threat that may emanate from cybercriminals. The UN understands that it cannot achieve these objectives alone but by coordinating with its member countries so that the issue can be handled collectively.  

The UN and organized crime
The United National Office on Drugs and Crime (UNODC) avers that organized crime is a flexible and changing phenomenon mostly due to the globalization effect (UNODC 2018c). Globalization leads to enhanced communication, international travel, and inter-state financial transactions. However, it also enhances the potential for the formation of organized illicit groups across borders, whereby they use the globalization benefits such as enhanced communication and inter-state financial transactions to diversify, flourish, and even expand their actions (UNODC 2018c). The criminal gangs can operate within different jurisdictions whereby some can be the source of supply, while other states may be the transit points. Therefore, the handling of such issues needs a global approach. 
In 2000, the UN held a convention against organized crime across borders, where it came up with a universal tool to fight this crime (UNODC 2018d). This convention targeted specific areas in the fight against international organized crime. The policies are in the form of protocols, and they include: 
(a) The protocol to avert, restrain and castigate human traffickers; 
(b) The protocol to curtail and deter the smuggling of migrants by air, sea, and land;
(c) The protocol to thwart illicit development and sale of firearms, their spare parts, and ammunition (UNODC 2018d). Member countries needed to become affiliates of the convention before being involved in the protocols. 
The UN believes that it has to involve its member countries in the fight against organized crime because of the effects of these crimes on states (United Nations and the Rule of Law 2015). These criminal groups are dangerous because of their potential to destabilize national authorities and the groups’ disrespect of the stipulated rule of law, through corruption, influencing elections, and adversely affecting lawful economies (United Nations and the Rule of Law 2015).
Where these criminal gangs infiltrate, the livelihood of the residents of those areas remains affected due to intimidation and fear (Williams 2014, 136). The power and influence of these criminal groups make people afraid to speak out especially when the groups infiltrate the countries’ authorities. The criminal gangs can then dominate through intimidation and further engagement in illegitimate activities such as drugs, money laundering, and human trafficking activities (United Nations 2013).
Different countries have different capabilities and resources to deal with such criminal gangs due to the variations in the economic growth of each state, a factor that makes many criminal gangs assume a local outfit (Reynolds and McKee 2010). The UN understands the existence of these differences and has thus formulated strategies of helping member countries to deal with the problems through the establishment of the UN Police. The UN Police work in harmony with international law enforcement experts and international policing professionals to identify appropriate ways to prevent, disrupt, and dismantle organized crime (United Nations Police n.d). Additionally, the UN Police play critical roles by assisting law enforcers in establishing mechanisms to deal with organized criminal activities.
To ensure that the issue is handled as stipulated, the UN undertakes an evaluation of each country’s capabilities by evaluating its economic capabilities such as the GDP, GNP, and corruption levels (UNODC 2018e). To provide technical assistance, the UN further undertakes evaluations based on a country’s intervention strategies, the nation’s operational procedures, its legal systems and availability of technical and human resources. The UN also evaluates a country’s cultural and political context with the aim of identifying if there are issues that may hinder that country from achieving its progress in controlling the spread of organized criminal activities (UNODC 2018e). Once the UNODC gets the results, it partners with the local government to strategize and implement capacity strengthening projects (UNODC 2018e). 
  The UN, through the Department of Peacekeeping Operations, finds that organized criminals significantly undermine weakened states (United Nations Police n.d). Countries with high corruption levels and those that lack sufficient resources are hampered by these gangs because in most cases, the groups can use their financial strength to infiltrate and intimidate the weak states (United Nations Police n.d). The UN’s priority is to partner with police services of the host nation, member states, and international institutions to curb the spread of these criminal gangs. 
Once a country succeeds in arresting criminal gangs, the UN provides legal assistance and advice regarding essential matters such as extradition, since an apprehended member may need to answer for the charges in their home country. Additionally, the UNODC provides recommendations to member countries on how sentenced prisoners can be transferred if a need arose, and how to approach the subject of confiscating assets of the apprehended persons (UNODC 2018f). 
The UNODC also researches to ascertain the value of the activities of criminal gangs. For example, research by the UNODC revealed that the heroin market in Europe is worth $20 billion, while counterfeit products across Europe’s borders are worth $10 billion as annual value (Charbonneau 2010). Therefore, it is evident perpetrators of organized crime can be extremely rich, and they can use their wealth to influence government decisions through corruption. Thus, the UN believes in the need to work together with member countries and to provide the necessary support, such as legal advice and technical assistance through the UN Police to curb the spread of the criminal activities. 
The above findings are a testament to an organization that is willing to curb the spread of organized crime. The UN does not ignore the fact that organized crime is dangerous. On the contrary, the UN acknowledges of the risks of organized crime and how their potential of affecting countries. Additionally, it can be observed that the UNODC, through the UN Police formulate strategies that can be used by all member countries to protect and prosecute perpetrators of organized crime. Had the UN outlived its usefulness, it would not take time to evaluate countries’ effectiveness to deal with organized crime. The UN would not have used its resources to evaluate countries’ economies, their legal systems, and their preparedness to avert organized crime. The UN is still useful in its mandate as a global organization because it shares its information with its member countries concerning international threats. Additionally, it also shares its strategies with member countries and assists those countries that appear less privileged to deal with the security threats. All these measures taken by the UN are an exhibit that it has the necessary resources and will to maintain peace by eliminating risks globally. 

The UN and Terrorism
Terrorism, for the past three decades continues to evolve in terms of its complexity and lethalness (Czinkota, Knight, Liesch, and Steen 2010, 826). Moreover, there are three interconnected trends that have considerably modified the scope of terrorism and they include; commerce globalization, evolution of religious fundamentalism, and accessibility to weapons capable of causing mass destruction (Czinkota, Knight, Liesch, and Steen 2010, 826). 
Through commerce globalization, travel and trade between countries becomes easy through advanced information transfer technologies (Czinkota, Knight, Liesch, and Steen 2010, 826). These trends augment the economic disparity salience and provide opportunities for unethical collaborators to engage in harmful activities. The evolution of religious fundamentalism exhibits augmented hate levels that push the levels of intolerance high, leading to the rise in groups believing in terrorism as a way to assert religious supremacy. The availability of weapons capable of causing mass destruction provides opportunities for individuals and small groups with limited resources to access lethal power (Czinkota, Knight, Liesch, and Steen 2010, 826). 
The UN understands the impact of terrorism on human life and states’ economies and has come up with strategies. The major strategy involves the establishment of the United Nations Office of Counter-Terrorism in June 2017 (UNODC n.d.).  This office bears the responsibility of strengthening the capacity of the UN in countering terrorism through assisting the member countries. It also enhances the process of mobilizing resources for the UN to identify and thwart terrorism. The office also ensures that the UN and the member states synchronize in their implementation of the UN’s four pillars of global counter-terrorism policies. 
In 2006, Rosand, Millar, Ipe, and Healey avered that the UN by consensus adopted the global counter-terrorism policy pillars and they include; 
· Pillar I. - involves the evaluation of the conditions favorable for the increase of terrorism. 
· Pillar II- is concerned about the deterrence of and fighting terrorism. 
· Pillar III- constitutes the building of countries’ capability and intensification of the UN role. 
· Pillar IV - guarantees that civil liberties and the rule of law are followed (Rosand, Millar, Ipe, and Healey 2008, 6-8). 
The UN involves member countries on how to coordinate with each other to counter-terrorism because all members become part of the program based on the agreement they ratified. The UN engages in forums and workshops concerning how to handle terrorism by coordination crucial information among members. These measures show that the UN is committed to the identification and thwarting of terrorism from a global perspective. Had the UN not been a useful institution, it would not invest in research and forums on how to thwart global terrorism. Additionally, the UN would not see the need of involving all its members in coordinating efforts and resources to ensure that terrorists do not succeed. The establishment of the global counter-terrorism strategy and the fact that it has been agreed by all members is an indication of a useful institution. Furthermore, it is worth noting that the UN initiated the sanctions on Libya after it emerged that the country was harboring terrorists and was becoming reluctant to abide by the stipulated regulations on terrorism (Popovski 2011). 
Conclusion
It can be concluded that an organization with the capacity to initiate sanctions on another country is not a useless organization. On the contrary, it is an organization with the necessary resources and capabilities to motivate other nations to implement strategies that would eliminate terrorism and continue maintaining peace. It would be correct to assert that the UN has not yet outlived its usefulness. If individual countries fail to curb terrorism in their localities, the UN should not be blamed. The UN expects all its members to act within and per the signed ratifications. It is the responsibility of member countries to operate within their capacities to coordinate their efforts and expertise to curb terrorism. Furthermore, states that go against the treaties are punished, mostly through sanctions in attempts to ensure they abide by the signed ratifications. Moreover, it would be challenging to deal with terrorism from a local level due to the way it assumes a global perspective. As aforementioned, the nature of terrorism has been altered significantly by trends such as commerce globalization, religious fundamentalism, and access to weapons. Therefore, with globalization playing a part of the issue, then there is a need for an institution with a global perspective and reach to coordinate efforts and resources. The UN’s stature makes it perfect to take the responsibility of providing guidelines and resources to curb terrorism. Therefore, the UN is still a useful institution and can be expected to carry out its roles of reducing international threats and maintaining peace in the face of emerging cyber warfare, organized crimes, and terrorism.
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