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Cyber Security
Currently, security breaches are a major challenge in the technology world. This paper discusses the tools hackers use to attack systems, how to prevent a security breach, and measures to take after a breach.
Hackers implement tools like rootkits and botnet to attack systems. A rootkit defines malicious software that hackers use to gain access to a victim’s computer (Cheng et al., 2017). Cybercriminals install rootkits on the victim’s system through social engineering. Hence, the rootkit remains undetectable. Through the rootkit, the hacker eavesdrops and intercepts the user’s personal information. On the other hand, hackers use botnets to perform DDos-attacks. Cybercriminals create and manage botnets and use them to hijack computers. Thus, the hacker controls the computers and can access vital data. In general, cybercriminals can implement rootkits and botnets to attack systems.
Some of the measures to prevent security attacks from happening include updating the software and systems and installing a firewall. At times systems that are not fully updated leave weaknesses that hackers exploit. Thus, it is crucial to update all the software and systems regularly. Firewalls are an effective measure to protect the networks from attacks. In addition, firewalls block any brute force attacks on the network. Overall, updating systems and software and installing firewalls play a vital role in preventing a security breach. 
Strategies implemented to respond to a security breach include containment and recovery. Containment strategies depend on the nature of attacks. For some security breaches shutting down the affected system is appropriate, while for some, it is essential to observe the hacker’s activities. As for recovery, an incident response plan should be used to restore the system to normal (Cheng et al., 2017). Tools that can be used after an attack are wise data recovery and crashplan.
[bookmark: _GoBack]In conclusion, cybercriminals use tools such as botnet and rootkits to compromise systems. Installing firewalls and updating software and systems are effective measures to prevent the system from a security breach. Strategies that can be deployed after an attack include recovery and containment. 
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